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Abstract

Through a multi-disciplinary approach, this research profiles the state of knowledge on the
use of stalkerware in intimate partner violence. Exploring past research and current, direct
assessments from experts, it identifies key terms and descriptions associated with
stalkerware, as well as gaps in current research on the subject. Researchers across
academia, the voluntary sector, the statutory sector, and the private sector illuminate their
experiences and perspectives on knowledge about stalkerware use in intimate partner
violence, contributing to an overview of the knowns and unknowns in addressing this issue.
These insights reveal the need for increased and cross-sectoral knowledge development,
from the statistical (such as data on the prevalence of the issue of stalkerware use in
intimate partner violence) to the sociological (notably, the experiences of victims and
survivors). Through this research, stakeholders across sectors can prioritise future research
and actions to address this issue.
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INTRODUCTION

Intimate partner violence (IPV) is often a fast-evolving situation, rife with risk.
So, too, is technological development, and the intersection of these two
phenomena has resulted in a disturbing, fast-moving, high-risk new reality:
technology-facilitated abuse.

Technology-facilitated abuse, or ‘tech abuse’, describes the use of social media, devices,
software, and other technologies to monitor, harass, stalk, and abuse intimate partners (as
well as former partners and other targets). These actions can range widely — from verbal
abuse via direct text messages, to image-based abuse, to defamatory social media
postings, to forcing a partner to share a device password, to physically tracking a victim.

One category of technologies that has emerged in research and discussion about this issue
is ‘stalkerware’, also commonly referred to as ‘spyware.” Our working definition of
stalkerware as we began this research was ‘technologies used to “stalk” or spy on others’
activities via their “infected devices"’. Examples include mobile applications available on
publicly accessible app stores, such as mSpy on Google Play, but also include unnamed
software available through direct liaison with developers.

Yet the definition shared above is only one; as an initial review of the literature revealed,
stalkerware is an incredibly complex topic with little consensus among experts as to what its
founding features are. Notably, most discussion of tech-facilitated abuse has focused on
other technologies, such as social media, while discussion of spyware has most often
focused on technologies used in the context of state-based surveillance. The topic of
stalkerware in IPV, instead, has been covered sparingly and only in specific regional
contexts. Thus, we set out to map the current state of knowledge on stalkerware use in IPV.

We first identified critical gaps in the current research. These included:

e a commonly shared definition of ‘stalkerware’, notably consensus on what
technology or technologies constitute stalkerware and their key features;

e who is conducting research, and where;

e the hurdles to knowledge gathering in this field; and

e how existing and future knowledge can best enable different stakeholder groups to
act upon this issue.

Through our research, we aimed to fill as many of these gaps as possible, as well as provide
critical context to help others fill these gaps in future. In this way, we support increased
knowledge development and sharing to help shape how academia, the voluntary sector,
the statutory sector and media discuss and address the issue of stalkerware use in IPV.



RECOMMENDATIONS FOR POLICY MAKERS

While we believe this research can support efforts across sectors, it has revealed a
particularly valuable set of insights to inform both current understanding and future
pathways in the realm of policy making.

Recommendation 1: Multi-stakeholder Learning and Research Development

To further develop knowledge among all sectors and stakeholders critical to this work,
policy makers have the opportunity to lead multi-stakeholder learning and research and
development across academia, the tech sector, the voluntary sector, and the statutory
sector. Specifically, such engagement should consist of co-developed research and
knowledge transfer on:

e shared definitions of stalkerware and technologies used to perpetrate harms like
stalkerware (such as the work undertaken by the Coalition Against Stalkerware);

e the technical contexts of stalkerware’s implementation, including how it can be
detected and the most effective means of safely disabling or removing it (such as
the work of the Clinic to End Tech Abuse in New York City); and

e the experiences and needs of victims/survivors, particularly with regards to ensuring
their safety.

Recommendation 2: Funding Further Research

Subsequently, policymakers should allocate funding to research on stalkerware use in IPV.

Research funding should be allocated in the form of grants from national scientific bodies,

in-house research development or external consultations across academia, the tech sector,
the voluntary and the statutory sector.

A similar initiative was put forward by the Australian Communications Consumer Action
Network (ACCAN), a peak body representing communication consumers’ rights. ACCAN
provided a research grant for Deakin University’s research into consumer spyware in 2019
(Molnar & Harkin, 2019); the work of ACCAN is in turn provided by the Commonwealth of
Australia through Article 593 (2) of the Telecommunications Act of 1997 (Australian
Government, 2017). Similarly, the broader work of the IPV Tech Research at Cornell and
NYU was funded by grants from the National Science Foundation (Computer Security and
Privacy for Survivors of Intimate Partner Violence, n. d.).

Funds should be allocated to multidisciplinary efforts, specifically to explore the following:
e data on the prevalence of stalkerware use in IPV;
e on-device detection solutions for stalkerware;
e experiences of victims/survivors of stalkerware abuse.

Recommendation 3: Multi-stakeholder Review of Legislation

Given the fragmented legislative frameworks governing the malicious use of stalkerware,
policymakers should engage in multi-stakeholder review of legislation. As emerged from
our studies, stalkerware use is a cross-jurisdiction issue; moreover, in some geographical
contexts there may be existing laws that cover its malicious use, while in others stalkerware
abuse might be unaddressed. Reviews of legislation should engage consultations with
stakeholders from a range of backgrounds and should be conducted to:



e assess the current legal framework(s) governing the use of stalkerware technologies
in IPV;

e consider the update of existing legislation to include technology-facilitated abuse;
or

e consider the creation of legislation on the use of stalkerware technologies in IPV.

These three processes should be an iterative endeavour, should be conducted cyclically for
legislation and regulation to be up to date with technological advancements.

A similar endeavour was conducted in 2012 in the UK with the Review of the Protection
From Harassment Act 1997. The UK government launched a targeted two-month
consultation to inform a decision as to whether the Act and other legislation provided
adequate legal protection to victims of stalking and if there should be a specific criminal
‘stalking’ offence in legislation (UK Home Office, 2012). The consultation invited the views
of key stakeholders working on or affected by stalking, including the police services,
government departments and voluntary sector organisations (UK Home Office, 2012).

Recommendation 4: Funding to Frontline Services

Beyond research and knowledge sharing and multi-stakeholder engagement, policy makers
should also prioritise funding to increase frontline services’ resources as they provide direct
support to victims and survivors. Police services, as part of frontline services, should require
additional resources to tackle stalkerware abuse, too. However, considering law
enforcement’s ability and capacity to appropriately handle incidents of IPV,
cross-disciplinary knowledge and awareness raising is urgently needed, particularly from
support services on the care and wellbeing of victims/survivors.

A government initiative that improved training and awareness raising within the voluntary
and statutory sectors is the Australian eSafety Commissioner, a government agency that
deals with citizens’ online safety. Through its eSafety Women division, it provides specific
technology-facilitated gender-based violence training to frontline workers and specifically
to social and support workers, mental health workers, legal workers, police, and to
government and academia (Australian Government eSafety Commissioner, 2020a). Further,
the Commissioner established an Online Safety Grants Programme, a grant funding of 9
million AUD for the voluntary sector to deliver online safety education and training for
children and the general population (Australian Government eSafety Commissioner, 2020b).

Based on the present research, funding to support organisations and law enforcement
should be allocated to:

e Increase awareness of the potential use of stalkerware use in IPV;

e Improve training on how to best ensure the safety of victims, survivors, dependents,
and others at risk due to physical or emotional proximity; and

e Expand capacity to detect stalkerware and to deal with stalkerware abuse.

Conclusions

Through these efforts, policy makers can help handle the most urgent challenges in this
field first and foremost. These initiatives can also ensure the future trajectory of this
phenomenon provides systemic change across the relevant sectors, including academia, the
technology sector, law enforcement, support services, and its own.



THE PRESENT RESEARCH

Through initial research we found that the knowledge on stalkerware was
fragmented — terminology and definitions lacked consensus, and current
research on the topic was limited to specific regional contexts, whilst being a
fast-evolving and growing transnational issue. Without foundational context,
future knowledge and interventions on this issue will lack structure and focus
to address stalkerware use in IPV and its effects.

Our research primarily aims to set the parameters for those foundations, guiding future
research and action in the field. The project was carried out in partnership with Chayn, a
global volunteer network addressing gender-based violence, to assist their work in this
regard. We believe, moreover, that this research will aid a broader range of organisations
within the voluntary sector, as well as private companies, government bodies, and others
working on behalf of victims and survivors, in doing the same.

We modelled our research after Lee Jarvis and Stuart Macdonald's study What Is
Cyberterrorism? Findings from a Survey of Researchers (2014), which employed a survey of
researchers to gauge the global research community working on and around cyber
terrorism. Jarvis's and Macdonald’s objective was to gather expert views on the term ‘cyber
terrorism’, to understand how and if ambiguous terminology affected research and policy,
and, ultimately, to assess the current state of the research field and highlight any research

gaps.

In our preliminary research we found that the research field on cyber terrorism and on
stalkerware shared key features; they were, or are, both nascent fields dealing with a
complex, evolving area of technology use, and both are transnational in nature. Another
similarity between the two studies was the fragmented nature of the research field.
Additionally, the terminology and definitions for both concepts at the time of study were
contested. Considering these similarities, we decided to design our project after Jarvis's
and Macdonald'’s work.

Our research consists of three interdependent studies that attempt to take stock of the
knowledge base in this field through multiple modes and perspectives.

STUDY 1 is a literature review of research publications published between
May 2010 and May 2020. Through this review, we mapped key
characteristics of past research to date and we noted research trends over

s time to understand the evolution of the field.
atvs
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STUDY 2 is a set of 23 semi-structured interviews carried out with key
researchers working in or with experience in the field of stalkerware and
intimate partner violence. In this study we focused on researchers’
experiences and approaches, as well as their understanding of critical terms
and issues. In conjunction with Studies 1 and 3, this allowed us to assess
not just the present state of research, but its pathways for growth.



STUDY 3 is a survey of researchers conducted from late July to early
August 2020. Through this study we intended to qualify observations
obtained from the interviews and stress-test them over a large pool of
respondents.

The goal of the three studies is to highlight intersecting and differing insights on the
subject. Ultimately, our focus was the same as that of Jarvis and Macdonald. How is
stalkerware defined? What encompasses stalkerware? What are the challenges to
understanding stalkerware use and its effects, as well as to acting upon it?

This paper proceeds in five stages. The three studies will be discussed in sequential order.
Subsequently, the paper will discuss the limitations and challenges to our approaches and
findings. Lastly, the paper will provide an overall discussion of the three studies.

STUDY 1. LITERATURE REVIEW

Study 1 is a comprehensive literature review that looked to gather data on
the existing publications addressing stalkerware. The aim of Study 1 is to
assess the state of current research on stalkerware and IPV, and to highlight
key concerns and gaps present in the literature published thus far, while also
mapping aspects of a list of relevant publications.

The insights gained from Study 1 also served to inform the interview questions in Study 2
and to guide our participant outreach for Studies 2 and 3.

Methods

The method underpinning Study 1 was modelled after a systematic literature review, with
alterations made to address the constraints of the project. A systematic literature review
(SLR) is a method that aims to form an evidence-base into a topic to advance policy and
research (Boell & Cecez-Kecmanovic, 2015). The distinctive feature of an SLR is a protocol
that prescribes how to ‘identify, select, assess and synthesise evidence from the literature’
(Boell & Cecez-Kecmanovic, 2015) in an iterative, consistent and systematic way through a
database (Khan et al., 2003). SLRs are usually conducted over a timeframe that spans
between two and eight months and are conducted in a team to enable researcher
triangulation (Grant & Booth, 2009).

Of the SLR method, our approach applied researcher triangulation, the use of a search,
coding and analysis protocol, and researcher triangulation. However, it departed
fundamentally from the SLR method in that some of the literature analysed was obtained
informally through desk research and through the suggestions of our supervisor, Dr Leonie
Tanczer. Moreover, our review was completed in just two months, as opposed to the longer
timeframe of the SLR approach. These adjustments were made to address the resource and
time constraints of our research team and of our project.
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e whether the app, software, or technology was designed specifically for the purpose
of actions associated with IPV, with some contrast made to technologies with these
functionalities but not their intent (e.g. ‘dual-use apps’);

e whether the victim was aware of its installation; and

e whether the victim consented to its installation.

Respondents across all sectors overwhelmingly indicated that stalkerware and spyware were
the terms most frequently used, from amongst a provided list (Figure 3).

‘Spyware” and ‘Stalken

are’ are the most frequently used terms.
Responses to the question. Please indicate how frequently you use the following terms to describe the
technology being used to track, manitor, stalk and harass in intimate violent partner settings.

Never Rarely Ocassionaly Sometimes Frequenty
Stalkware 12,24% 14,29% 8,16% 12,24% 28,57% | 8,16% ‘
2,04% 2,04%
Spyware 6,12% 12,24% 14,29% 32,65% ‘ 8,16% | ‘
4,08% 4,08%
Spouseware 69,39% 6,12% @ 8,16% - 6,12%
2,04%
4,08% 2,04%

Creepware 65,31% 8,16% 10,20% . 6,12%

4,08%

4,08%

Dual-use apps 44,90% 12,24% 10,20% 10,20% 12,24% --

4,08% 4,08% 2,04% 4,08%

Surveillanceware 61,22% 12,24% 10,20%

2,00%

Figure 3. Frequency of terms used in reference to stalkerware use in IPV

More than 50% of respondents selected the following elements as ‘most important’ to the
definition of stalkerware (listed in order of most to least frequently selected):

e ‘accessing the device user’s personal information’, tied with ‘monitoring on-device
activity’;

e ’location tracking’;

e ‘accessing files on a device’;

e ‘targeting someone known personally by the app user’;

e ‘controlling on-device activity’;

e and 'key logging'.

In open comments, some respondents also flagged that access to device features and
applications, not just files, was an important element to them.

In categorizing stalkerware, respondents broadly agreed (indicated by ‘Agree’ or ‘Strongly
Agree’) that stalkerware is software installed on a mobile phone (89.8% cumulatively) and
software installed on a laptop/tablet/PC (83.68%), and that this category includes GPS



tracking devices (77.55%). There was still a relatively high proportion of consensus that
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stalkerware included social media and smart home devices/Internet of Things devices, but
mixed opinions about drones (Figure 4).

Software installed on a
mobile phone

Software installed on a laptop/

tablet / pc

Smart home device / Internet

of things devices

Drones

Social Media

GPS tracking devices

Stalkerware is widely agreed to be software installed in a mobile phone, laptop,
tablet, or PC.
Responses to the question. Please indicate your level of agreement with the

following statement about the categorisation of stalkware (i.e. ‘is’, ‘includes’)
Strongly Disagree  Somewhat Neither agree Somewhat
disagree disagree nor disagree  agree
2,00%
6,12% | 48,98% ]
2,04%
2,04%
12,24% | 40,82% |
2,04%
10,20% 6,12% 18,37% | 34,69% |
4,08%
2,04% 2,04%
10,20% 16,33% 14,29% 18,37% ||
65,12% 6,12% 6,12% 20,41% | 34,69% |
6,12% 12,24% | 42,85% |

4,08%

Figure 4. Categorisations of stalkerware

A relatively high proportion (22.45% each for ‘Disagree’ and 'Strongly disagree’) disagreed

that stalkerware only operates covertly; an even higher proportion agreed that it operates

both covertly and overtly (28.57% each for ‘Agree’ and ‘Strongly disagree’) (Figure 5).

Only software
that operates
covertly

Software that
operates both

covertly and overtly

Legitimate and lega
software that may
be used maliciously

Opinions vary on the covert and overt nature of stalkerware, but it is agreed to be
legal and legitimate used maliciously.
Responses to the question. Please indicate your level of agreement with the

following statement about the categorisation of stalkware (i.e. ‘is’, ‘includes’)

Strongly Disagree  Somewhat Neither agree Somewhat

disagree disagree nor disagree  agree

8,16% 14,29% 8,16% 14,29%
2,04%
18,37% ‘ 28,57%
2,04%
8,16% 8,16%  816% 14,29% 20,41% 20,41%







